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Abstract
Software developers face risks of leaking their software secrets,
such as API keys or passwords, which can result in signi!cant
harm. Secret management tools (SMTs), such as HashiCorp Vault
Secrets or In!sical, are highly recommended by industry, academia,
and security guidelines to manage secrets securely. SMTs are de-
signed to help developers secure their secrets in a central location,
yet secrets leaks are still commonplace, and developers report di"-
culty in learning how to setup and use SMTs. While SMTs typically
come with publicly available help resources (e.g., tool documenta-
tion and interfaces), it is unclear if these actually help developers
learn to e#ectively use SMTs. Without usable help resources that
onboards developers, quick adoption and e#ective use of SMTs may
be unrealistic.

In a qualitative two-step study, we observed 21 new users in
person while they used SMTs to perform two secret management
tasks: secret storage and access, then secret injection. We inter-
viewed participants after each task to identify their challenges and
experiences using SMTs, with the assistance of help resources.

While our study sample is narrow, it serves as a reasonable
proxy for new developers who are likely to adopt SMTs early in
their careers. We found that even in a laboratory setting where
new users found tool functionality and interface $exibility help-
ful, they still experienced increased di"culty to e#ectively use
SMTs to securely remediate a hard-coded secret when they felt tool
documentation was insu"cient. Insu"cient tool documentation
motivated participants to deviate from o"cial tool documentation
to access secondary sources or attempt workaround methods. Spe-
ci!c challenges reported by participants were tool documentation
content quality, navigation di"culties with both tool documenta-
tion and web interfaces for !nding helpful content, and supportive
tool features. We explain how these challenges negatively a#ect
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participant experiences adopting SMTs, and suggest recommenda-
tions on tool documentation and interfaces for SMT developers.
If developers cannot simply and quickly manage secrets securely,
secret leakage will continue to be commonplace.
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1 Introduction
Software developers need to store software secrets (e.g., passwords,
API keys), which grant access to sensitive or private information
(e.g., account access, company bank information). Without a proper
secret management approach in place, developers may hard-code
secrets into source code, public repositories, or con!guration !les.
A highly recommended option by industry, latest guidelines, and
academic research [12, 14, 53] are secret management tools (SMTs).
These can securely store sensitive developer secrets in a centralized
location. However, even with the existence of SMTs, developers still
leak secrets [14, 25, 47, 52, 53], which can lead to a wide exposure
of sensitive information [1, 19, 48, 61, 64].

Like most software, SMTs come with online public documen-
tation that onboards developers on how to store, manage, and
distribute secrets. Prior research e#orts have highlighted issues
within software tool documentation that a#ect developers’ abil-
ities to use the tools to perform software development related
tasks [2, 3, 28, 30, 72, 79, 84]. Limitations for software development
tool documentation may extend to SMT tool documentation, yet
the extent of the impact of the quality of SMT tool documentation
on developers’ experiences in using SMTs is unclear. Prior research
shows that SMT adoption is widely a burden for developers, largely
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because of setup and learning constraints during initial adoption
of the tools [14, 53]. If SMT tool documentation cannot minimize
onboarding constraints, then new users will struggle to e#ectively
use SMTs to centrally secure their secrets.

To understand the experiences and challenges new users face
when using SMTs, we ran a qualitative two-step laboratory study
to investigate the following research questions:
RQ1: Can new users e!ectively use a SMT to securely remediate a
hard-coded secret?
RQ2: What factors encourage or inhibit SMT usage success?

We observed participants with prior secret management experi-
ence, using one of three cross-cloud SMTs: Doppler [26], HashiCorp
Vault Secrets [41], and In!sical [46]. Participants performed two
tasks that involved securing a hard-coded secret: Access a stored
secret from the command line, then inject the secret into a local
Python application. We chose these tasks to re$ect a realistic on-
boarding scenario where a developer addresses a common issue
involving a hard-coded database password in the codebase. This
creates security risks through version control or logs [58, 69]. The
study tasks involve securing the secret using an SMT and injecting
it at runtime, covering essential skills such as secret storage, access,
and cloud integration. These tasks are based on real work$ows
and demonstrate how developers use secret management tools to
reduce vulnerabilities [78]. Following each task, we interviewed
participants about their experiences and challenges using SMTs
and SMT help resources.

Although documentation had always been a consideration in
our study design, our focus on it sharpened during the study based
on participant responses (Section 4.3). We observed that partici-
pants were generally satis!ed with the di#erent functionality and
user interfaces provided by the SMTs. While we noticed observ-
able di#erences in task completion times between SMTs, all were
functionally indistinguishable towards task success. However, even
while appreciating SMT functionalities and interfaces, new users in
our study struggled to e#ectively use SMTs to securely remediate a
hard-coded secret. Participant interviews revealed that their ability
to fully remediate the hard-coded secret was mostly a#ected by the
quality of the available tool documentation.

Major limitations in SMT tool documentation that negatively
impacted SMT usage were the following: Insu"cient information
for relevant command line arguments, lack of a relevant set of use
cases in examples provided for command line interface (CLI) com-
mands, and inconsistent versions of descriptions for CLI commands
maintained across documentation. Participants also reported a lack
of clarity when using the tool documentation and web interfaces
to !nd technical guidance such as speci!c commands or debug
information. When encountering limiting factors in SMT tool docu-
mentation, participants often deviated from tool documentation to
access secondary sources and attempt workaround methods. How-
ever, participants largely reported that secondary sources were less
helpful for their speci!c needs and therefore experienced more time
and e#ort to troubleshoot and explore solutions. Our study conclu-
sions contribute towards addressing research areas both speci!c
towards SMTs [12, 14, 53] and more broadly such as tool usabil-
ity [2, 51, 100] and documentation [33, 39, 80]. Our work can serve
as a reference for SMT vendors who need to create e#ective tool

documentation and more user-friendly tool interfaces for their in-
tended audience, regardless of their technical expertise, to enable
broad, secure adoption of e#ective secret management tools. Thus,
contributing to ensure secret leakage becomes less widespread.

2 Background and Related Work
We present a brief background on SMTs and discuss related work
for secret management, software tool documentation, and security
tool usability and adoption.

2.1 Secret Management
In response to secret leakage, recommended guidelines for soft-
ware secret management from organizations [21, 83], coding plat-
forms [35, 36, 60], and security blogs [52] were created to guide
developers on how to secure secrets. Academic research has also
addressed secret management leakage and practices. Meli et al. [64]
conducted studies to characterize widespread secret leakage in pub-
lic repositories. Similar work has outlined solutions [12, 88, 96]
and proposed datasets [13] to help developers detect and prevent
exposed secrets in their repositories. Basak et al. [14] characterized
challenges and solutions reported in questions related to checked-
in secrets on Stack Exchange, while Krause et al. [53] surveyed
109 developers and interviewed 14 developers to learn common
challenges with managing and leaking secrets in code repositories.

Both of their works motivate this study, as they highlight that
developers want to use SMTs but struggle with adoption, often
citing a lack of available documentation as a key challenge [14, 53].
We further this e#ort by observing how participants use SMTs and
the challenges they face in e#ectively managing secrets in direct
relation to the available documentation.

2.2 Secret Management Tools
Secret management tools are highly recommended for securely
storing sensitive software secrets in a centralized location [34, 59].
SMTs can o#er di#erent functionalities or use cases. Cloud-speci!c
SMTs are built on major cloud ecosystems such as AWS [9], Google
Cloud Platform [37], or Microsoft Azure [65], and are typically
used by companies already integrated into those ecosystems. On
the other hand, Cross-cloud SMTs are usually o#ered either as
Software-as-a-Service (SaaS) or as a managed service that can be
self-hosted or managed [59]. Cross-cloud SMTs are not tied to a spe-
ci!c cloud and o#er easier onboarding for developers not working
within large cloud ecosystems. Open source SMTs are self-hosted by
developers, while in-house SMTs are custom-built by companies for
their own use. While both give developers much creative freedom,
these services must be regularly maintained by the company or
developers themselves, therefore requiring signi!cant overhead. In-
terview !ndings from Krause et al. [53] show that developers report
setup and learning constraints when !rst adopting SMTs. For our
work, we investigate new user experiences with three cross-cloud
SMTs and the respective tool documentation.

2.3 Software Tool Documentation
Much of the prior work towards software documentation speci!-
cally investigated challenges with API focused software documen-
tation that prevents developers from e#ectively and securely using
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APIs [2–4, 42, 85, 90, 95, 97, 98]. Challenges highlighted from prior
work that a#ect the quality of software documentation include,
but are not limited to, insu"cient coding examples [2, 4–6, 71, 95],
incorrect or ambiguous explanations [22, 67, 98, 101], as well as non
intuitive presentation of material [72, 74]. Such challenges within
software documentation make it more di"cult for developers to
learn new technology [7, 22, 73] and in some cases a#ect devel-
oper productivity [42, 68, 76, 87, 99]. In 2003, Lethbridge et al. [56]
interviewed software engineers to learn how they used software
documentation. 61% of the participants in their study felt software
documentation was most e#ective when learning new software
and that they prefer simpli!ed documentation, while tending to ig-
nore complex or time consuming documentation [56]. More recent
work highlights how developers seek both, o"cial documentation
and also other resources such as Stack Over$ow [3, 7, 11, 86, 93]
to learn new technology. Stack Over$ow in particular has been
highlighted in prior work as a resource developers access to !nd an-
swers to challenges addressed by their community [79, 93]. Parnin
et al. [79] examined crowd contributed API documentation from
Stack Over$ow and found that while the crowd documentation
provided many examples and explanations for API elements, the
rate of information produced from the crowd would not be fast
enough to outright replace API documentation [79]. A lab study
conducted by Acar et al. [3] observed Android developers writing
security-and-privacy-relevant code under time constraints using
di#erent information sources. Their !ndings reported that devel-
opers who used Stack Over$ow as a resource wrote less secure
but more functional code as opposed to developers who used of-
!cial Android documentation [3]. While we see the critical need
to create e#ective software documentation, there is a lack of in-
centive or motivation to create such documentation [8, 79]. Arya
et al. [8] interviewed 26 volunteer documentation contributors to
learn their motivations for contributing to software documentation.
Their work concluded that contributors to software documenta-
tion were mostly self-motivated, including personal experiences
with inadequate software documentation or pursuits for content
creation.

Challenges with software documentation content, presentation,
and availability as highlighted from prior work serve as motivation
for this work. We extend the body of literature by observing how
challenges for SMT tool documentation a#ect our participants’ abil-
ities to use SMTs to perform tasks involving managing secrets. We
also observe how tool documentation content challenges motivate
participants to !nd secondary sources for further assistance or try
workaround methods.

2.4 Security Tool Usability and Adoption
The usability of security tools impacts developers’ ability to securely
complete tasks [2, 23, 94, 102]. Storey et al. [94] surveyed software
developers at a company to learn about challenges they faced in
regards to their job satisfaction and perceived productivity. Chal-
lenges with software architecture and !nding relevant information
were two of the most common challenges their survey participants
reported in regards to their job satisfaction and perceived produc-
tivity. Acar et al. [2] compared the usage of di#erent cryptographic
API usage by Python developers to write secure code and found

that simpli!ed libraries within the APIs helped developers produce
more secure code than the comprehensive libraries. Related prior
work also echoes the theme that simplifying information or the
design of tools improves tool usability [45, 89]. In response, prior
work has suggested new approaches aimed to help developers write
more secure code when using cryptographic APIs [38, 54]. Gorski
et al. [38] observed improvements in code security when comparing
developers who used Python’s PyCrypto API to developers with
a version of PyCrypto with integrated security advice. Krüger et
al. [54, 55] introduced CogniCrypt, their proposed tool for helping
developers write code and implement tasks in a secure manner.

Much of the prior e#orts on examining security tool usability and
adoption focused on APIs or other speci!c areas. We use prior work
as an in$uence to shape how we investigate the usability of SMTs,
which has only been brie$y discussed in prior work [14, 53]. We
also examine how provided tool documentation and the availability
of secondary sources impact the ability of participants to use SMTs
for managing secrets.

3 Methodology
We conducted a qualitative two-step study on SMT use with 21
Computer Science (CS) Master’s students in July 2024, consisting
of an observation study followed by an interview study [17, 49].
Participants were observed while using SMTs, with the assistance
of publicly available tool documentation from the SMTs, to perform
two tasks: Task 1 involves storing and accessing a secret and Task 2
involves injecting a secret into a local application. After each task,
we interviewed participants to learn about their experiences and
any challenges they faced while completing each task.

The extended version of our paper includes the interview guide,
codebook, and demographics [75]. The lab study protocol, SMT
tool help documents, and related materials used in the study are
available at https://doi.org/10.5281/zenodo.17018637.

3.1 Recruitment and Eligibility Criteria
Our population of interest were developers with academic or pro-
fessional experience with managing secrets for coding projects. For
feasibility, we focus our recruitment towards a sub-population: CS
Master’s students at our university. Many local CSMaster’s students
either have experience managing secrets from their coding projects,
prior employment positions, research projects, or academic courses,
and are therefore an appropriate sample for our study. We focused
on participants with prior secret management experience, so that
true new SMT users can be expected to fare either the same or
worse.

We recruited CS Master’s students through a public email fo-
rum o#ered by our CS graduate o"ce. We described our research
overview and goals, and provided a link to our Qualtrics [82] screen-
ing survey for participants to indicate interest. We required par-
ticipants to participate in person at our research campus and have
either prior experience or general understanding of the following:
Linux or MacOS terminal commands, Python !le execution, envi-
ronment variable usage, and secret management, all essential for
performing our research tasks. Participants were only eligible if
they met all of our criteria. Once eligible participants !lled out
our screening survey, we sent them a link to our Qualtrics [82]
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informed consent form. Our informed consent form asked for con-
sent to participate in person and agree to be recorded through both
video and audio. Participants were compensated $30 per half hour
for their participation in the study.

We ended participant recruitment when we observed common
usability issues and themes were repeated, after observing no new
insights, from participants’ performances to addressRQ1, and from
participants’ interview responses to address RQ2. Participant de-
mographics shows the breakdown of their prior professional experi-
ence, academic experience, gender, and the SMT they were assigned
to use in the study. All but one of our participants had prior experi-
ence with managing secrets in a company, either through a prior
internship or full time employment. Nine participants held a com-
bination of both professional experience and academic coursework
experience with managing secrets. They named passwords, tokens,
API keys, and user credentials as examples of secrets they were
tasked with managing in prior experiences. Participants mentioned
using the secret management tools Amazon Web Services (AWS)
Key Management Service [9], Azure Key Vault [65], and Google
Cloud Platform (GCP) [37].

3.2 Study Design
3.2.1 SMT Choice. We chose the following three cross-cloud SMTs:
Doppler [26], HashiCorp Vault (HCP) Vault-Secrets [41], and In-
!sical [46]. We chose cross-cloud SMTs because they do not re-
quire substantial experience or access with speci!c cloud providers.
Hence, we avoided cloud-speci!c tools, such as AWS, which require
substantial experience with that particular cloud deployment.

All three SMTs o#er public online tool documentation and free
versions of their tools. These three speci!c cross-cloud SMTs were
also three of the more common cross-cloud SMTs [34, 59]. All three
SMTs provide a web user-interface (UI) and installable command-
line interface (CLI). The web UI allows users to create free accounts
and store secrets. Secret storage dashboards allow users to create
and manage projects that store their secrets. From the CLI perspec-
tive, users can access secrets from their web secret storage projects
and distribute them across local applications without the need to
store secrets locally.

3.2.2 Study Protocol. Our study uses a between-subjects research
design [18], where each participant met with a researcher on cam-
pus and performed two research tasks with only one of the three
SMTs. Therefore, seven participants performed two secret manage-
ment related tasks with each SMT, totaling 21 participants overall.
The Tables 1, 2 lists which SMTs participants used for our study.

We borrow inspiration from related work by providing par-
ticipants with a scenario-based description for each task [3, 10,
77]. Each scenario imagines the participant working for a soft-
ware company with the goal to use the provided SMT, with re-
spective tool documentation, to remediate a hard-coded secret
within a company Python !le shown in Figure 1. The Python !le,
SecureSecret.py, consists of one or two lines of code for each task.
One of the lines of code for Task 1 includes the hard-coded secret
CompanySecretToken. Participants were provided with a MacBook
Pro which held the Python !le in a Visual Studio Code (VS) Text
Editor work space [66]. Participants also were required to use the

Figure 1: Screenshot image of the Python !le,
SecureSecret.py, used by participants for Task 1 and
2.

terminal prompt within VS to enter SMT-based CLI prompts to com-
plete steps for each task. Lastly, participants were given account
access to the web UI for their SMT which held the scenario-based
project, “Company Secret Storage”, they store CompanySecretToken
in.

While we described the !rst task to participants, we provided
them links to online tool documentation from the SMT they worked
with. The links explicitly provide information for each task within
their core CLI commands documentation, quick starter guides, and
documentation that coversmanaging secrets or projects.We present
these links to the participant in a Google Doc where we also provide
labels for the titles of each link. The list of links we presented
for Doppler, HCP Vault Secrets, and In!sical can be found in our
replication package. We did this to help the participants reduce
trivial lookup time and decrease the disadvantages of !nding advice
on di#erent SMTs.

Participants were given 30 minutes to complete each task, a
duration chosen based on pilot testing and complexity of tasks.
We allowed stoppages of time when participants asked questions
or wanted to take a break. We also allowed participants to skip a
task or not answer a question. If participants reached a point in
which they felt the SMT tool documentation was unclear or not
helpful, we allowed participants to search online for secondary
sources for more information. We allowed participants to use any
website (e.g., YouTube or Stack Over$ow) or medium (e.g., text or
video). However, we did not allow participants to use generative
AI services (e.g., ChatGPT). We set this restriction since not all
participants may be familiar with such services and we wanted
to ensure participants have the same resource availability and all
know how to use their resources.

After participants completed a task, we asked them several ques-
tions about their experiences and challenges using the SMT and tool
documentation. Participants were also asked a couple of warm-up
questions before the tasks, which collected their prior experience
with secret management. After participants answered questions
about both tasks, they were then asked a set of wrap-up questions.
We explain in detail our post task interview development and struc-
ture in Section 3.3.1 and 3.3.2.
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Figure 2: Screenshot image showing the HCP Vault Se-
crets dashboard for the Company Secret Storage project with
CompanySecretToken stored.

Figure 3: Sample presentation of the list of CLI commands
required to complete Task 1 for HCP Vault Secrets.

3.2.3 Task Selection. We designed each task to be general and be
equally applicable to all SMTs we study and to re$ect real-world
security practices, focusing on secure secret management and min-
imizing the risk of hardcoded secrets, a common security vulner-
ability [15, 69]. These tasks also re$ect common, security-critical
work$ows that developers regularly perform when managing se-
crets in the development and deployment process [78]. Using both
the UI and CLI as part of our task design enables us to uncover
usability issues that could a#ect whether developers adopt security
tools and how they use them over time. Both tasks were designed
to be completed within 30 minutes. By evaluating how participants
handle secret storage, retrieval, and injection, our study addresses
the security and usability perceptions of developers when using
SMTs. Participants also do not need extensive knowledge of the
SMT to perform these tasks. With the tool documentation provided
to participants, as well as secondary sources, participants were
instructed to complete the following two tasks:

Task 1: Remove CompanySecretToken from SecureSecret.py,
store CompanySecretToken within Company Secret Storage, and
then access CompanySecretToken from the command line using
the SMT CLI.

Task 2: Inject CompanySecretToken into SecureSecret.py.
Task 1 starts with participants removing CompanySecretToken

from SecureSecret.py, as shown in Figure 1. For this, we simply
have them delete it from the !le. Participants then store
CompanySecretToken using web UI of a SMT in the project named
Company Secret Storage as shown in Figure 2. The last step for
Task 1 is to then use the SMT CLI to print the plaintext value
of CompanySecretToken. A presentation for the number of steps
required for this task from the CLI perspective is shown in Figure 3.

Task 2 involves a process called “secret injection” [40]. For secret
injection, a secret is retrieved from the SMT’s central storage, and

Figure 4: Sample presentation of the injection run CLI com-
mand required to complete Task 2 for HCP Vault Secrets.

then passed to an application at run time as an environment vari-
able. Secret injection ensures that the secret is not stored locally or
within the application. As shown in Figure 1, there are two lines
under Task 2 within SecureSecret.py. The !rst line retrieves an
environment variable named CompanySecretToken. Once the par-
ticipant completes Task 1, they would have successfully logged in
and initialized the SMT with the CLI. Participants can then refer-
ence secrets stored in the SMT from the CLI through the usage of
environment variables. We take care of this step with the !rst line
of code which creates the environment variable. The second line
simply prints “Hello, ” in front of the value of the environment
variable we created for CompanySecretToken.

After participants complete Task 1, injecting
CompanySecretToken only requires one command as shown in
Figure 4. This is common for all of the SMT’s for each Task 2 as
each SMT’s injection command consists of a similar syntax which
all commonly use the term “run”. The “run” term is followed by
two dashes and then the normal start command one would input
to run the application in which they are injecting a secret into (e.g.,
python3 SecureSecret.py in our case). The expected output for
Task 2 is: Hello, I am a secret token! Please remove me

from this code!.
Study considerations: We initially chose a Python local !le

for Task 2 since before our pilot study, none of the SMTs held a
speci!c Python example for their secret injection run advice. We
also chose Python since it is the most popular coding language as
well [20, 50, 92], and would provide a common language that devel-
opers code in already.We carefully designed these tasks to minimize
any advantages between the SMTs and their tool documentation.
However, after our pilot study, HCP Vault Secrets updated their
documentation in their web dashboard to add an example of how
to complete Task 2 in Python, as shown in Figure 5. We also no-
ticed that Doppler references an external PyPI webpage [81] in
their “Development/Editors” documentation which also shows an
example of how to complete Task 2 in Python. In!sical throughout
the time of our full study did not include such content in neither
their public help documentation nor web UI. We decided to con-
tinue our experiments as planned and take note if these additions
to the Doppler help documentation and HCP Vault Secrets web
dashboard had any a#ect on the participants completing the tasks.
We viewed this phenomenon as a natural experiment. Meaning,
we observed di#erences in how participants performed on tasks
using tool documentation when naturally presented with di#erent
content speci!city.

3.2.4 Data Collection. We recorded whether participants com-
pleted each task and their completion times for each task. We also
recorded two speci!c actions from participants that indicate de-
viations from the expected or “recommended” path a user would
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Figure 5: Additional part of HashiCorp vault secrets docu-
mentation in their web dashboard that re"ects the required
CLI command for Task 2.

take to complete these tasks in a real setting. The expected path
we refer to is that participants complete a task using the SMT and
steps recommended by the SMT tool documentation to complete
each task within the time constraint. The two actions we recorded
which represent a deviation from the expected path are usage of
secondary sources and attempts at workaround methods.

The usage of secondary sources means that for a given task, a
participant searched for and accessed a source outside of the tool
documentation provided by the SMT in order to complete a task.
By “workaround methods”, we refer to trying commands or actions
that were not the recommended method suggested by the SMT
tool documentation to complete a task (e.g., exporting tokens to
access secrets or using the injection command to print the plaintext
version of a secret in the CLI in Task 1). These actions allowed us
to ask follow-up questions in our post-task interviews to see why
participants deviated from the expected path in order to complete
a task. We present these !ndings in detail in Section 4.1.

3.3 Post-Task Interviews
3.3.1 Interview Guide Development. We interviewed participants
after each task to get in-depth responses about their experiences
during each task. We focused our questions on the usage of the SMT,
tool documentation, and usage of secondary sources if they accessed
them. To develop questions addressing this focus, we !rst referred to
prior work on software documentation [4, 79] and tool observation
studies [2, 84]. Prior work has highlighted content challenges such
as insu"cient code snippets, explanatory text, or lack of references
for a wide range of use cases. Therefore, we used known related
challenges from prior work as well as our research questions to
draft several high-level categories of questions. We then piloted
our interview guide with our observational study design with three
PhD research students in our research lab to re!ne our interview
guide and study design. Two of the PhD students pursue research in
software engineering and software supply chain security, while the
third PhD student pursues research in usable security and privacy.
We updated our interview guide based on feedback from pilots.

3.3.2 Interview Structure. Warm-up and wrap-up questions are
asked before and after both tasks, respectively. The following high-
level categories here represent questions we asked participants:

Warm-up Questions: Before Task 1, we asked a set of warm-
up questions to learn about their academic and/or professional
experience with secret management, as well as the types of secrets
and tools they have used.

Overall Experience: The !rst question we asked after partic-
ipants !nished a task is to describe their overall experience with
the task.

Negative Emotions: We asked participants if they felt any
negative emotions when performing each task. Negative emotions
can include annoyance, confusion, fatigue, frustration, or any form
of disapproval/dissatisfaction. This focus helps identify usability
issues that may not emerge from general feedback, while positive
experiences were captured in the overall experience question.

Documentation Content:We speci!cally asked participants
about challenges they experienced using the content of the tool
documentation itself to complete each task. Content includes (but
is not strictly limited to) code snippets, code blocks, CLI commands,
coding or web UI examples, explanatory text, images, or videos.

Documentation Structure and Formatting:We speci!cally
asked participants about challenges they experiencedwith the struc-
ture and formatting of the tool documentation. Structure includes
(but is not strictly limited to) section headers, bullet points, tabs,
or toolbars. Formatting includes (but is not strictly limited to) text,
pictures, or videos used in the advice.

Secondary Source Usage: We then asked participants about
their usage of secondary sources and if those sources were more
challenging to use or more helpful than the o"cial tool documen-
tation.

Wrap-up Questions:We wrap up the study by asking partici-
pants if they would consider using the SMT in the future, what their
general preferences are for receiving information from sources, and
for any last comments or questions about the study.

3.3.3 Analysis and Coding. All interviews were recorded in person
via Zoom and then transcribed using a Whisper’s multi-lingual
medium model [29] into written transcripts. Interview transcripts
were analyzed through qualitative deductive and inductive cod-
ing. We !rst developed an initial codebook based on our interview
and research questions. Using this initial codebook, two of the
researchers met to code a subset of the transcripts and compare
their coding results. After the subset coding, the two researchers
then split coding evenly (13 and 14 transcripts coded respectively)
and met weekly to discuss coding disagreements and revise the
codebook to accurately re$ect our research interests. The two re-
searchers also double coded six of the transcripts and checked inter-
coder agreement weekly [62] to ensure we accomplished high agree-
ment when independently coding transcripts (Krippendor#’s Alpha
> 0.75 for both researchers during independent coding [31, 32]). We
continued to iteratively code the interview transcripts until no new
codes emerged and all transcripts were coded.

3.4 Data Protection and Ethical Standards
We took multiple steps to protect participants’ privacy and data,
while also ensuring all participants were treated ethically and with
respect. Before participants performed our study, we described our
research goals to them and obtained consent from all participants.
Participants were also informed on how their information would be
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protected on our consent form. During the study, we briefed partic-
ipants on their rights during the study, including the right to skip
any tasks and questions, and the right to withdraw without loss of
bene!ts. We obtained video recordings and journal notes from each
session, as well as written transcripts from audio recordings and
performed both quantitative and qualitative analyses on our data.
Participants consented to transcription, and all transcription was
done with local models [29]. Written transcripts and journal notes
were de-identi!ed by replacing personally identi!able information
(participant names, organizational names) with pseudonyms such
as P01. We also did not request identifying, con!dential, or private
information about our participants or their prior experience in our
study. We used end-to-end encrypted tools in all of our study com-
munications and data storage components. Our study protocol was
approved by our University’s Institutional Review Board (IRB).

Further, we ensured that none of the CS Master’s students held
any prior relationships (academic or professional) or interactions
with the researcher leading the in-person observational tasks and
interviews. We also informed participants they would only receive
monetary compensation, and their involvement would not result
in any academic credit compensation or hold any bearing on their
academic status.

3.5 Limitations
Participants were placed under three constraints during this study.
The !rst being a 30 minute time constraint to complete each task.
Such a time constraint may have in$uenced participants to overlook
or skip steps that they normally would take in order to !nish the
task. Also, emotions of stress or fear of incompletion may also have
been a factor for participants during this study. We informed par-
ticipants that their compensation is not dependent on performance,
but rather based on the amount of time they take to complete tasks.
We also allowed participants breaks at any time, allowed questions
in which we pause the time, or allowed them to skip a task if they
chose to do so. The second constraint is that participants only used
one of the three SMTs during their tasks. We designed our study
this way because we did not want to overburden or confuse par-
ticipants with too many tools or tasks, and also to avoid learning
e#ects. Our third constraint prohibited using generative AI services
when searching for online SMT tool documentation. Allowing AI
tool use would introduce many confounding variables. One issue
is assessing and controlling for user experience and competence
with AI. Another is accounting for tool and model choice, model
performance, and if AIs are biased to perform better against older
or more popular tools. Studying the e#ectiveness of GenAI for this
setting will require novel methodologies worthy of their own future
research e#orts.

Our study sample consists of CS Master’s students with mixed
levels of secret management experience from professional or aca-
demic backgrounds, thus potentially contributing to confounding
e#ects to our study by analyzing participants with varying levels of
software development maturity. However, focusing on CS Master’s
students serves as a proxy for junior developers, which is re$ective
of the new user study population we focus on.

4 Results
This section presents the !ndings of the challenges and experiences
participants faced when using an SMT to perform two secret man-
agement related tasks. In Section 4.1, we report !ndings for partici-
pant task completion, completion times, usage of secondary sources,
and attempts at workaround methods for each task. In Section 4.1.1,
we present noticeable di#erences for participant performance for
tasks across the three SMTs. The remaining sub-sections report
in-depth qualitative !ndings from post-task interviews with partic-
ipants who reported their challenges and experiences using SMTs
to complete our secret management tasks. Our qualitative !ndings
aim to explore the context for why developers widely report setup
and learning constraints for SMTs when adopting them [14, 53].
In Section 4.2, we report participants’ insights and responses re-
garding the functional impact of the SMTs they used. In Section 4.3,
we report speci!c challenges with the tool documentation that
contributed to reported task challenges and deviations from the ex-
pected methods as provided from the tool documentation. Lastly, in
Section 4.4, we explain responses participants gave for why they ac-
cessed secondary sources, and also explain how helpful participants
reported that access to secondary sources was for their tasks.

4.1 Participant Performances
Tables 1 and 2 show the performance statistics for participants.
Overall, we observe noticeable di#erences in participant perfor-
mance between tasks. 21 participants completed Task 1 within 30
minutes, whereas only 18 participants completed Task 2 within 30
minutes. We also notice that participants on average completed
Task 1 in 11 minutes and 8 seconds, whereas participants on average
completed Task 2 in 16 minutes and 18 seconds. More importantly,
we noticed that only eight participants accessed a secondary source
or tried a workaround method in Task 1, while 16 participants ac-
cessed a secondary source or tried a workaround method in Task
2. In Task 2, 12 participants accessed a secondary source, and only
two participants accessed a secondary sources in Task 1. Twice as
many participants tried a workaround method in Task 2 (14) as
they did in Task 1 (7).

Our !ndings indicate that the number of participants that devi-
ated from the expected path, as described in Section 3.2.4, doubled in
count from Task 1 to Task 2. More than two-thirds of participants
struggled to solely stick with the provided tool documentation
and the expected methods for each task. We emphasize this as
a focus in our !ndings since Task 1 requires several more indi-
vidual steps than Task 2. Task 1 requires participants to remove
CompanySecretToken from SecureSecret.py, store
CompanySecretToken in the SMT web UI CompanySecretStorage,
login and initialize into the SMT CLI, and !nally print the value
of CompanySecretToken from the command line. Task 2 on the
other hand only requires the participant to input one command in
the SMT CLI which performs the injection run process as shown
in Figure 4. It is unclear what speci!cally contributed to di#erent
paths participants took for each task by only looking at our data
from Tables 1 and 2. Therefore, we use Sections 4.2, 4.3, and 4.4
to !nd explanations for why participants experienced increases
in measured di"culty and deviations from solely relying on tool
documentation from the SMTs.
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Table 1: Participants’ Performance By SMT in Task 1.

Completed SMT
Used

Secondary
Source

W.A
Method

Time

P16 ⊋ HCP VS 1:52
P21 ⊋ HCP VS 2:41
P12 ⊋ HCP VS 3:34
P09 ⊋ HCP VS 5:35
P03 ⊋ HCP VS 7:10
P01 ⊋ HCP VS 8:57
P11 ⊋ HCP VS 14:03
P07 ⊋ In!sical 5:40
P05 ⊋ In!sical ⊋ 7:56
P20 ⊋ In!sical 8:31
P10 ⊋ In!sical ⊋ 10:39
P02 ⊋ In!sical 17:03
P04 ⊋ In!sical ⊋ 19:45
P14 ⊋ In!sical ⊋ ⊋ 23:42
P15 ⊋ Doppler ⊋ 6:44
P08 ⊋ Doppler ⊋ 9:43
P19 ⊋ Doppler 10:33
P06 ⊋ Doppler ⊋ 11:52
P13 ⊋ Doppler 12:17
P18 ⊋ Doppler 22:07
P17 ⊋ Doppler ⊋ 23:28

Overall 21 2 7 11:08†

† Average

4.1.1 Task Performance Comparing SMTs. Here, we brie$y present
di#erences in participant performance statistics we noticed between
the three SMTs for each task.

Task 1: First, we examine how SMTs vary in their time-to-
completion. Doppler (med. 11.9 minutes, 𝐿𝑀𝑁𝑂𝑃 = 6.41) and In!sical
(med. 10.7 minutes, 𝐿𝑀𝑁𝑂𝑃 = 6.84) have task distributions with a
center approximately double the median completion time of HCP
Vault Secrets (med. 5.58 minutes, 𝐿𝑀𝑁𝑂𝑃 = 4.25). None of the seven
HCP Vault Secrets participants accessed secondary sources or tried
workaround methods. As P16 noted, the tool was straightforward
to use: “I liked how easy it was to create a token, to see the token
. . . new developers are going to join and may use it more easily. There’s
no complexity.” (P16) Whereas In!sical had the most people trying
secondary sources and workaround methods. Because we only have
seven participants in each group, statistical power is quite limited,
and hypothesis tests should not be considered de!nitive. Never-
theless, we performed a Kruskal-Wallis test out of curiosity. We
found a statistically signi!cant di#erence in distributions (𝑄 = 6.50,
𝑅 = 0.39) with a “large” e#ect size (2 = 0.250).

Task 2:We repeat the same analysis for Task 2. Unlike Task 1, we
had three participants who failed to complete the task. Two of those
participants used In!sical, which was the same SMT with the most
participants not completing Task 2. For example, P14 struggled to
understand how the tool linked the web portal to the local Python
!le, stating: “I wanted to link the Python "le to the In"sical path where
we store the key . . . I did not know just running the "le would connect
those two [In"sical web portal to the Python "le].” (P14) In!sical

Table 2: Participants’ Performance By SMT in Task 2.

Completed SMT
Used

Secondary
Source

W.A
Method

Time

P12 ⊋ HCP VS 4:37
P09 ⊋ HCP VS ⊋ ⊋ 7:15
P03 ⊋ HCP VS ⊋ 12:13
P16 ⊋ HCP VS ⊋ 16:44
P11 ⊋ HCP VS ⊋ ⊋ 21:03
P21 ⊋ HCP VS ⊋ ⊋ 28:44
P01 HCP VS ⊋ ⊋ >30:00
P10 ⊋ In!sical 1:04
P20 ⊋ In!sical 2:00
P05 ⊋ In!sical 4:04
P04 ⊋ In!sical ⊋ 5:18
P07 ⊋ In!sical ⊋ 16:23
P02 In!sical ⊋ ⊋ >30:00
P14 In!sical ⊋ >30:00
P08 ⊋ Doppler ⊋ 7:50
P13 ⊋ Doppler ⊋ ⊋ 13:20
P06 ⊋ Doppler ⊋ ⊋ 13:28
P19 ⊋ Doppler 22:51
P17 ⊋ Doppler ⊋ ⊋ 23:10
P15 ⊋ Doppler ⊋ ⊋ 23:23
P18 ⊋ Doppler ⊋ ⊋ 29:05

Overall 18 12 14 16:18†

† Average

also had the lowest number of participants who accessed secondary
sources. We arbitrarily assigned a value of 30 minutes time for these
participants, though we !nd using a higher value did not change the
statistical conclusions. Doppler (med. 22.9 minutes, 𝐿𝑀𝑁𝑂𝑃 = 7.53),
In!sical (med. 5.3 minutes, 𝐿𝑀𝑁𝑂𝑃 = 12.85) and HCP Vault (med.
16.74 minutes, 𝐿𝑀𝑁𝑂𝑃 = 9.95) vary widely in median but largely
have overlapping distributions. We also performed a Kruskal-Wallis
test on these times, !nding no statistically signi!cant di#erence
in the distributions (𝑄 = 1.41, 𝑅 = 0.495). Again, with low sample
sizes these !ndings should be considered provisional.

4.2 Tool Usability Feedback
Participants highlighted both positive aspects and suggestions for
the SMTs from the study, indicating how di#erent functionalities
in$uenced their success in using the tool and completing the tasks.
The copy to clipboard functionality was appreciated by P19, who
mentioned they can easily copy to the clipboard and paste it in
the “terminal directly” along with the ease of creating tokens as
mentioned by P16, “I liked how easy it was to create a token, to see the
token and it’s like if there’s a company that’s using this application,
new developers are going to join and may use it more easily. There’s no
complexity.” (P16) P21 also mentioned that the web dashboard was
more helpful while working on the task, with its “UI is particularly
helpful” in managing secrets and allowing users to view all applica-
tions at once. Many saw the SMT as a “good option for managing
secrets” with several others expressing interest in using it for future
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projects and exploring its integration capabilities. Participants also
compared the tool to others, some felt it is a strong alternative
to Git Lab secrets, while others mentioned preferring established
cloud options like AWS for its documentation and familiarity like
P15 stated, “I’m more of an AWS guy and it already has something
like KMS. Like if you use AWS, KWS, EC2, you really don’t have to
do anything else, it is all in one place. I don’t think I’d want to use
Doppler. Also, the documentation for KMS is really nice, people have
been using it for a while.” (P15)

In terms of personal versus professional usage, participants like
P01 generally felt the tool was more suited for “company or team-
based projects rather than personal use”.

P09 mentioned that the “pricing structure of the tool” is one
of the deciding factors for adoption. Some participants like P04
also mentioned that the tool was easy to set up and had clear
documentation and an intuitive user interface. P13 felt that the
dashboard and command-line interface further improved the overall
usability by stating, “I think the tool was very helpful in managing
the secrets. I like the way we can interact with the dashboard like they
have created a dashboard that then we can interact via the visual
interface and we can import the secrets as well if we don’t want to use
the command line. Whereas people who love the command line, have
a dedicated command line as well. So I like that idea pretty much.”
(P13)

Participants also pointed to various features that supported their
needs where P16 appreciated the “availability of API, CLI and cus-
tomization”. Whereas, P08 also pointed out that for projects, relying
on a tool like Doppler “could create dependency and di#culties in
migration”. P01 faced login issues, mentioning they “didn’t know
how the login works”. P15 also highlighted problems with the save
feature, stating they “didn’t really like it” and P04 also pointed out
issues with handling special characters, stating it “could improve on
string escape characters”.

The study also revealed usability di#erences between SMTs in
Section 4.1.1, where HCP Vault Secrets had faster completion times
and fewer instances of participants seeking secondary sources com-
pared to In!sical. This could indicate that its work$ow is easier or
more intuitive for users. In contrast, In!sical had a higher rate of
task failure and more users relying on secondary sources, which
might point to usability challenges like input handling limitations,
and $exibility. The $exibility o#ered by di#erent user interfaces
could play a role in adoption, though further research is needed to
better understand how these factors impact long-term usage and
success.

4.3 Tool Documentation Challenges
In this section, we speci!cally focus on challenges and experiences
directly reported from using SMT tool documentation and web UI
to complete each task.

4.3.1 Documentation Content. Tool documentation was widely re-
ported as providing enough information and being generally helpful
by participants during Task 1. 13 participants even cited speci!c
documentation they found helpful. For example, both P04 and P10
mentioned that the In!sical CLI quickstart guide was helpful for
managing secrets and gave basic steps to do so. P03 reported that
HCP Vault Secrets was “easy to navigate” and appreciated the usage

of images in documentation. P18 and P19 appreciated CLI command
descriptions in Doppler’s CLI Guide.

There were a few instances when participants mentioned a lack
of clarity over CLI descriptions and usage during Task 1. P09, P11,
and P19 expressed confusion on applying CLI secrets commands
when command line arguments were not explicitly de!ned on the
same page in the documentation. Participants reported confusion
over CLI usage when they felt the content did not su"ciently cover
the relationship between CLI commands and secret management
processes. Both P04 and P19 felt the content they used did not fully
address immediate actions required to complete the initialization
and login process for using the CLI.

Participants who attempted workaround methods for Task 1
mostly tried CLI commands to export secrets and also the injection
run commandwhichwas needed for Task 2. None of the participants
were aware they were going to inject secrets before Task 2, so some
of them used the injection run command to perform injection to
complete Task 1. P15 mentioned the following as to why they used
the injection run command for Task 1: “So my task was basically to
output the secret, right? So the "rst thing that I did was like doppler
run. . . ” (P15)

For Task 2, participants largely reported tool documentation
as being much less helpful and consequently reporting Task 2 as
more challenging than Task 1. 17 participants reported that con-
tent for the injection run command contributed to challenges they
experienced when completing Task 2. Participants mentioned the
following problems: lack of su"cient information for relevant com-
mand line arguments, lack of a relevant set of use cases in examples
provided, and inconsistent documentation that covers secret injec-
tion.

Command Line Arguments: Several participants mentioned
that command line arguments were introduced in the tool documen-
tation for the injection run command. However, they were confused
reading because they felt there was a lack of explicit information
on how to apply them and how they related to the injection run
command. P09 and P16 both referred to injection run command
documentation from HCP Vault Secrets CLI page. They did not
understand the duration $ag shown at the end of the command
in the documentation. P16 could not !gure out how to make the
duration $ag work with the injection run command. P16 also men-
tioned a lack of understanding towards another $ag used in the
documentation: “And the "rst thing, if you see, they have mentioned
app, my-app, the application you want to pull all secrets from. But
you don’t understand its purpose or it doesn’t say what happens if
you don’t do it. I had to try it myself.” (P16)

Example Use Cases: Six participants explicitly stated examples
provided from the tool documentation were a challenge when !g-
uring out how to apply the injection run command to the study
Python !le, SecureSecret.py. Before our full study, injection run
command examples shown in all of the SMTs tool documentation
did not explicitly present a Python example, unlike other languages
and frameworks such as Flask, Golang, NPM, and command line
functions like echo. Participants wanted more clari!cation from
tool documentation on how languages or frameworks used in the
examples are simply just examples and not required to run the com-
mand itself. P17 explained how they were initially confused with
the explicit injection content in Doppler’s Secret Access CLI Guide
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since it primarily used an example with Node Package Manager
(NPM) without any other examples present: “This npm start is just
a command example. . . They should have mentioned that npm start is
just an example you can type in your command instead of start. That
got me a little confused. Otherwise, the task was easier but it took me
some time to "gure out the exact solution.” (P17)

Inconsistent Command Presentations: Several participants
mentioned they observed discrepancies in relevant command pre-
sentations used in content describing secret injection across dif-
ferent documentation pages. Multiple participants that used either
Ini!sical or HCP Vault secrets reported that both tool’s quick start
guides and their CLI documentation pages di#ered in both the ex-
amples and arguments present for their injection run command
descriptions. P05 mentioned that while In!sical’s injection run com-
mand page provides a bare example without $ags or arguments,
the In!sical quickstart guide only provides examples with sample
$ags and arguments. P05 later explained that led them to try the in-
jection command with incorrect $ags and arguments because they
did not know beforehand those were not necessary, thus received
errors at !rst. Participants that used HCP Vault Secrets faced this
challenge even with the existence of added dashboard documenta-
tion that provides a speci!c Python3 example for the injection run
command, as shown in Figure 5. For participants who noticed the
added dashboard content, they mentioned that the inclusion of the
Python injection run command example helped them complete the
task. Speci!cally, participants P03 and P09 found the HCP Vault
Secrets Python3 example helpful for understanding how to use se-
cret injection feature. Participant P03 noted, “One is like not having
to type out the credentials again and again, and not having to hard
code the credentials which is not ideal. Scoring it in the environment
variables with secret injection is a lot safer.” (P03) Similarly, P09
explained, “They have this feature and I can inject my secret. So it is
like completely decoupled from my main application.” (P09)

However, they clari!ed it was not intuitive to expect secret in-
jection documentation within the web dashboard or outside of the
public tool documentation. P11 noticed the Python example in the
HCP Vault Secrets dashboard and stated that “maintaining two dif-
ferent pages and they have two di!erent contents, obviously confuses
people”. P03 echoed a similar response: “I would say the "rst one
was easier because the links to the documentation were available. . . In
my mind, I was assuming that there will be similar documentation
available somewhere. And it did not strike me that I can just take a
look at the portal.” (P03)

We believe insu"cient information, a lack of relevant use cases
in examples, and inconsistent documentation contributed to partic-
ipants deviating from strictly following tool documentation. From
our interview responses, participants reported struggling with un-
derstanding how to perform secret injection in Python when read-
ing tool documentation command line arguments and examples.
Inconsistent presentations of injection run commands also confused
participants as to how to perform secret injection in Python.

4.3.2 Documentation Structure and Forma!ing. Here we report
responses from participants towards the structure and formatting
of the tool documentation.We also brie$y report speci!c navigation
di"culties participants experienced with the search functionality
in the tool documentation.

Structure: The structure of the tool documentation received
generally positive feedback. Participants appreciated the overall
clarity in structure, including well-de!ned headers and organized
sections like P18 mentioned, “everything is labeled nicely”. Both
P04 and P20 felt the web UI for the tool documentation was clear
and minimalist in design. P04 speci!cally appreciated when titles,
headers, and tabs were used to separate topics.

Content Format Preferences: Regarding content format, par-
ticipants had mixed preferences. Some participants preferred text
for its searchability and ease of reference. When asked the reason
for preferring text, P09 explained they “prefer reading text over
videos” as it allows them to search for keywords and scan infor-
mation faster. Other participants found code examples and videos
bene!cial for visual learning. For coding issues, P21 mentioned,
“text with code blocks is very helpful”. P17 explained their preference
for videos: “First reference would be video because if I want to get
help for something then it would be better for me to see that the other
person is doing the same thing and explaining it in a video.” (P17)

Few participants mentioned their content preference depended
on the complexity of the task at hand. P01 stated, “minor problem
may be a text, a bigger problem somewhere in between text and video”.
Overall, participants held mixed preferences regarding format, sug-
gesting that o#ering mixed formats could better support varied
user needs.

Navigation Di#culties: During both tasks, participants re-
ported speci!c navigation di"culties for the tool documentation.
P04 felt that the “search functionality could be improved” in the doc-
umentation, as they struggled to !nd speci!c terms or commands,
and mentioned that the “ease of search was missing.” Participants
found it most challenging to use the search functionality from the
tool documentation to !nd su"cient information for secret injec-
tion, as P04 mentioned: “. . .when I typed injection, it did not give me
the desired response. So I think it is good that they are returning an
LLM response, but I would also appreciate if they would have returned
a link to where I could "nd what I actually wanted. They’re basically
giving me a ChatGPT kind of response, but I would also appreciate
the source of that thing.” (P04)

As navigation di"culties increased for participants during Task
2, their time and e#ort also increased as they needed to perform
more troubleshooting and exploration.

4.4 Secondary Sources
Here, we focus on participants responses towards why they ac-
cessed secondary sources and how helpful they reportedly found
secondary sources. We do not analyze the secondary sources in-
depth themselves (e.g., content, structure, formatting, or source of
origin). We only provide some examples and brie$y discuss relevant
content from examples participants mentioned where relevant.

Only two participants during Task 1 accessed secondary sources
online for further assistance, as shown in Table 1. One of those
participants, P14, mentioned they accessed a secondary source
to reduce confusion for the injection run command by !nding
more examples. As we previously mentioned in Section 4.3.1, a
few participants from Task 1 attempted the injection run command
intended for Task 2 because they thought that command would
produce the intended output required for Task 1. This lead P14 to
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seek secondary sources on how to use the injection run command
during Task 1. We explain implications behind how this can lead to
complications broadly for users adopting new software technology
through tool documentation in Section 5.2.3.

Seeking further assistance on how to perform secret injection
in Python became the common reason for participants accessing
secondary sources during Task 2. As shown in Table 2, twelve
participants searched for and accessed secondary sources outside
the tool documentation during Task 2. Ten of those participants
explained they needed information which was not addressed in
the tool documentation. P06 stated the tool documentation was
not necessarily confusing, but they needed “maybe a little more
description”. P21 felt the examples provided were not elaborate for
completing Task 2. This reasoning led participants to search the
web for secondary perspectives on how to inject secrets with their
SMT. P18 described this process: “I scrolled quickly through the main
documentation and I was stuck. So it’s like whenever you are stuck at
something, you need some other perspective.” (P18)

Finding solutions from others online motivated participants in
our study to use sites like StackOver$ow. P15 felt that while the
Doppler CLI Guide was “really good to get started”, StackOver$ow
is better for !nding the “speci"c piece of code you are actually look-
ing for”. P21 mentioned they appreciate added background and
debugging advice from users on StackOver$ow. Participants who
searched for secondary sources often indicated those sources helped
them more than the tool documentation when they received that
added bit of information or example usage which they felt was
missing from the tool documentation, speci!cally for Task 2. P06
googled broadly for information for running Doppler with Python
!les and mentioned that a Dev Community blog post [24] gave
better descriptions for running the injection run command with
Doppler for Python !les.

However, more often than not, participants would either try
multiple search queries and multiple distinct secondary sources
before either !nding one that helped or eventually going back to
the tool documentation for Task 2. P03 even mentioned that when
they did try to Google for secondary sources, the results returned
“were totally irrelevant.” P15, while searching for sources, clicked on
a blog post by Medium Corp. [63] which they believed would give
relevant advice for secret injection. However, P15 later clari!ed
that the blog “was very complex and covered kubernetes. It didn’t
actually tell me what I wanted.”

As mentioned in Section 3.2.3, Doppler provides a hyperlink
within the Development/Editors Section [27] for Python which di-
rects users to a external doppler-env-package page [81] that shows
an injection run command example in Python. While three of the
Doppler participants speci!cally mentioned that the Python exam-
ple for secret injection from the doppler-env-package page helped,
!nding the page was a challenge. P15 mentioned that doppler-env-
package page [81] “wasn’t really anywhere in the documentation.”
P18 on the other hand noticed the hyperlink for the doppler-env-
package page, however the surrounding headers and descriptions
mentioned con!guration and installation steps. Therefore, P18 early
only thought any hyperlinks within that section were “only about
installation.” They did not reach the doppler-env-package page until
Googling for more documentation and being directed to it.

The motivation from participants to acquire secondary sources
increased noticeably when the tool documentation provided by the
SMTs were perceived to not be su"cient enough in their expla-
nations or examples, or provided inconsistent information. Even
with the direct Python examples of injection run commands from
HCP Vault Secrets web dashboard and Doppler’s external doppler-
env-package page, participants experienced di"culty in !nding
that information. HCP Vault Secrets participants did not expect
relevant content for their tasks to be in their web dashboard, and
Doppler participants could not !nd the doppler-env-package hyper-
link which is mentioned in a section not speci!cally related to secret
management. Other secondary sources were only helpful if they
gave descriptions or code snippets participants felt that the tool
documentation did not provide. However, most of the secondary
sources accessed by participants were not much more helpful than
the tool documentation, leading participants back to the tool docu-
mentation to !nish Task 2.

5 Discussion
We discuss how our !ndings provide context for why new users
may report challenging experiences when !rst setting up and us-
ing SMTs to manage secrets. We discuss SMT-speci!c conclusions
towards new user SMT experiences in Section 5.1. Then, we discuss
broadly applicable conclusions towards tool usability and documen-
tation in Section 5.2. We use both our participant performance and
interview !ndings to complement each other. We conclude with
providing recommendations for SMT providers when designing
SMT tool documentation and interfaces in Section 5.3.

5.1 RQ1: New Users and SMT Usage
Participants joined our study with prior experience in secret man-
agement and related programming concepts from our eligibility
criteria. Some held experience using SMTs not from this study while
others used a SMT for the !rst time during this study. We relieved
participants of typical onboarding duties and provided a minimal
example use case to remediate a hard-coded secret as described in
Section 3.2. However, we did not not observe noticeable di#erences
in participant task completion time and their ability to complete
tasks with using workaround methods or secondary sources. There-
fore, our work serves as a baseline for the best-case scenario for
how new users would realistically perform with the set up and
usage of SMTs to centrally secure their secrets.

Our !ndings support prior work towards identifying how de-
veloper experiences using new tools can be drastically impacted
by the quality of available resources present [3, 12, 38, 53]. Even
in a laboratory study of the best-case scenario, the ability of par-
ticipants to e#ectively and securely remediate a hard-coded secret
changed drastically between each task. The number of new users
that accessed secondary sources or attempted workaround methods
doubled from Taks 1 to Task 2. Even though participants completed
Task 1 with relative ease, Task 2 is the process which helps ensure
users can securely run local applications without hardcoding se-
crets. Both tasks were designed to represent fundamental processes
for SMTs which aim to reduce security vulnerabilities for managing
secrets, while being short enough to complete consecutively with
four CLI command prompts as shown in Figures 3 and 4. Yet, even
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in our laboratory study with prior secret management experience,
participants spent approximately half an hour and deviated from
o"cial tool documentation guidance just to complete both tasks.
Even if participants gained incidental knowledge to complete Task
2 during Task 1, Task 2 is designed so that participants still needed
to perform secret removal and secret storage steps with the SMT in
Task 1. Therefore, our conclusions do not change when observing
the total experience for both tasks. If participants in our laboratory
setting struggled to e#ectively perform both tasks, then it is likely
new users in a real world setting experience similar challenges
with even less guidance on how to e#ectively use SMTs to securely
manage secrets, which demonstrates a contribution to adoption
burdens reported by developers in prior work [14, 53].

5.2 RQ2: Functionality and Documentation
Factors that Impact SMT Usage

We examine the functional, positive, and negative aspects of partic-
ipants’ experiences using SMTs and tool documentation to manage
secrets. Participants reported that well-structured documentation
supported task completion, while unclear CLI instructions and lim-
ited examples created challenges.

5.2.1 Functionality Impact. We performed statistical analyses to
see if we could identify any di#erences in participant performances
across the three SMTs. While we do not claim de!nitive statisti-
cal signi!cance, we found median completion times across SMTs
varied widely, but largely overlapped in range. For example, in
Tables 1 and 2, three and two participants completed Task 1 and 2
in under four minutes, respectively. On the $ip side, three and nine
participants took at least 20 minutes to complete Task 1 and 2, re-
spectively. Thus, we see the possibility for participants to e#ectively
use SMTs to secure secrets quickly, but we also see many other
participants look at the same documentation and take considerably
longer. Therefore, we reason the SMTs in our study were function-
ally indistinguishable compared to each other when participants
used them to manage secrets. However, by functionally indistin-
guishable, we refer speci!cally to their usability features, such as
those highlighted in Section 4.2, and not functional equivalence
between the SMTs. Di#erences in participant task completion times
likely re$ect SMT usability variations between each task. While
we acknowledge that our sample size limits statistical signi!cance,
our work serves as an appropriate exploratory study addressing
!rst-time user experiences with SMTs [14, 53].

Participants pointed out several UI and interface features that
in$uenced their experience with SMTs. They appreciated intuitive
web interfaces, copy-to-clipboard options for command snippets,
and well-structured layouts with clear headers, all of which made
their tasks easier. These usability improvements align with !ndings
from recent studies, which highlight the importance of UI design
and guided work$ows in secret management tools [91]. We also
noticed that those who found the UI intuitive had fewer di"culties
managing secrets, while those who struggledwith the interface took
longer to complete tasks and felt more frustrated. Previous work
has similarly shown that poorly designed interfaces and unclear
documentation can cause secrets to be mismanaged or accidentally
leaked [44]. This supports our !ndings that while SMTs may o#er

similar functionality, the quality of SMT tool UI design has a sig-
ni!cant impact on overall usability and adoption by helping users
navigate and complete tasks more smoothly [13].

5.2.2 Documentation Positive Factors and Experiences. Participants
provided multiple positive statements about the tool documentation
they used with the SMT, mostly while performing Task 1. Similar
to prior e#orts [2, 45, 56, 70, 89], participants in our study largely
appreciated tool documentation that simpli!ed their process of
!nding relevant information and provided just enough information
to complete each task. Additionally, several participants also ex-
pressed a preference for video-based tutorials, indicating that these
visual formats are e#ective and make it easier to understand and
follow the instructions, including for non-expert users of a new
tool [57]. Participants felt that the tool documentation provided
enough information to complete Task 1. The inclusion of quick
starter guides, and structural features like well-de!ned headers and
organized sections were common aspects participants felt made
their experience easier. We provide further insight from prior work
in directly observing that as participants felt more positive about
tool documentation, they completed their task in fewer time with
less challenges along the way. Most importantly, we saw that par-
ticipants were less likely to deviate the expected path while using
SMTs to manage secrets when they reported positively about tool
documentation. Thus, decreasing the risks of traversing through
irrelevant information, implementing insecure methods, or an in-
ability entirely to learn how to use new tools.

5.2.3 Documentation Negative Factors and Experiences. Participant
feedback revealed that documentation challenges were signi!cant
barriers, leading us to shift our focus toward examining the usabil-
ity of SMT tool documentation. Our !ndings support related e#orts
by continuing to highlight tool documentation challenges such as
insu"cient coding examples [2, 4–6, 71, 95], incorrect or ambiguous
explanations [4, 22, 67, 90, 97, 98, 101] and the growing use of LLMs
to generate documentation, which may introduce inaccuracies and
further mislead users [16, 43]. However, our work extends prior
e#orts by exploring challenges participants report with using SMT-
speci!c tool documentation covering CLI commands. New users
already face a learning curve when !rst adopting SMTs [14, 53]. If
new users encounter tool documentation with insu"cient descrip-
tions for relevant CLI command line arguments, or without a broad
range of example use cases for CLI commands, they are less likely to
know how to e#ectively use the SMT CLI functionality. Therefore,
new users are also less likely to understand how to securely manage
their secrets with SMTs when reading provided tool documentation.
We discuss recommendations that SMT providers should consider
when writing tool documentation to reduce participant confusion
when learning SMT CLI commands in Section 5.3.

Our work also provides more context towards the experiences
new users have when searching secondary sources for technical
assistance as highlighted in prior work [3, 7, 11, 79, 86, 93]. Most
relatedly, Acar et al. [3] observed that Android code written by
developers produced di#erent levels of security and functionality
depending on the information source the developer used for assis-
tance. In our study, participants complained that information from
secondary sources was either no di#erent than what the tool docu-
mentation provided, overly complex for their task, or completely
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irrelevant. In a real world setting, new users learning a tool search
for information sources and need to determine if the source they
are looking at is proposing methods that will help them achieve the
expected outcome they require. The extent of harm for applying
incorrect, or worse insecure, methods increases if new users feel
inclined to spend more time exploring secondary sources after un-
successfully trying o"cial tool documentation. Therefore, making it
more di"cult for new users to e#ectively use or adopt new tools.We
believe our !ndings for participants using SMT tool documentation
add context to adoption burdens reported by developers [14, 53].
Speci!cally, if SMT tool documentation is challenging to use, and
secondary sources discussing SMTs only add more confusion, then
developers may be less willing to further adopt SMTs. Develop-
ers interested in adopting SMTs may have challenges using SMT
tool documentation to manage their secrets or navigating di#erent
information sources to !nd relevant solutions for their use cases.

5.3 Recommendations
Here, we o#er recommendations to SMT providers regarding tool
functionality and documentation.

Dedicated Sections for Technical Terms: Many participants
recommended including dedicated sections in the documentation to
explain technical jargon, such as command $ags, subcommands, and
arguments. These sections could provide clear de!nitions, examples,
and a glossary to help users, especially beginners, navigate the
documentation more e#ectively.

Visual Aspects for Demonstration: Additionally, participants
also suggested including visual aspects in the documentation like
$ow diagrams to demonstrate how commands interact with values,
arguments, and output. These diagrams could provide a clear logical
$ow for the key tasks in the SMTs like logging in, initializing pro-
cesses, and accessing secret projects. While resolving issues, users
could also bene!t from having debug examples, code snippets, and
guidance.

Structural Improvements:Another recommendation is regard-
ing the structuring of CLI documentation with a base example at
the top, followed by examples with subcommands, $ags, and argu-
ments. This approach keeps all relevant information on one page,
reducing the need for users to search elsewhere, and improving the
overall user experience by minimizing lookup time. An e#ective
structure and formatting with clear headings, a logical $ow, and
tables to represent a list of commands, subcommands, and argu-
ment explanations would help users quickly access and understand
the information. Also, adding hyperlinks or resources in the doc-
umentation to guide users on installing necessary programming
environments or dependencies would help beginners to quickly set
up and follow the rest of the instructions to complete their tasks.

Clear Placeholders in Commands: Participants reported con-
fusion over which CLI argument parameters were necessary to
replace or use verbatim. Documentation authors should use ob-
vious placeholders (e.g., your_project_name) to help users avoid
confusion.

User-friendly Features: Providers are also recommended to
continue to include user friendly features like copy to clipboard
for ease of use and also consider adding search functionality and

quick navigation links to improve the tool usability and help users
complete their tasks more e"ciently.

Incorporating Visual Media:Many participants expressed a
preference for video-based tutorials as part of the documentation, as
this format can help them better understand how to use tool features.
Therefore, providers should aim to incorporate visual elements such
as interactive demos and walkthroughs that demonstrate command
usage, argument $ows, common troubleshooting steps, and mirror
real usage scenarios.

LLM Integration: Participants struggled when documentation
lacked concrete examples or when search features failed to return
relevant information. While LLMs can help generate diverse, con-
textual examples, participants also noted confusion when responses
were vague or lacked sources. We recommend that SMT providers
use LLMs to augment, not replace, documentation by generating ac-
curate, targeted examples that are clearly linked to o"cial sources.

6 Conclusion
In our exploratory qualitative two-step laboratory study into the
usage of SMTs, we observed how even new users with prior se-
cret management experience and an easier onboarding experience
struggled to perform secret management tasks using a SMT. We
identi!ed speci!c challenges relating to tool documentation con-
tent, structure, and formatting that participants reported impacted
their ability to e#ectively and securely remediate a hard-coded
secret. Participants responded to tool documentation and inter-
face challenges by deviating towards accessing secondary sources
and attempting workaround methods, while cycling back to tool
documentation and experiencing added di"culty. We make recom-
mendations for SMT vendors to improve the ecosystem of guidance
for new SMT users.
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